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P2P File Sharing Networks


There has been a lot of talk in the news lately about the new trend of downloading music off the Internet through something called P2P (Peer to Peer) file sharing networks. Software that allows this system to work often times abstracts the user from the real inner workings of what is going on.  Now that RIAA (Recording Industry Association of America) has put all their efforts on suing users that share music on these networks, it’s important to understand just what P2P is and how this whole system works.

P2P file sharing is a network that connects a user to a collection of other users via a central server (a powerful central computer).  When you connect to a P2P network, you are exposing files on your computer that you wish to share with other users.  A central server is needed only to act as a mediator between your collection of shared files and another person’s collection of shared files. For example, suppose you only have part one of the two-part movie Braveheart on your PC, and another user in a different country has part two.  Although the first user doesn’t have any relation to the second user, the P2P network provides a way for the two users to connect to each other, and make copies of each other’s files. 


This popularity of file sharing started with the release of a program called Napster. Napster, designed by an 18 year old college student, was a piece of software that allowed a user’s computer to become part of a P2P file sharing network. Napster was focused only on the sharing of one particular file format called mp3, which is a compressed music file format. On installation of the Napster program, the program would search through the user’s computer for the primary cache of “mp3” files. When this was found the program would flag the containing folder as “shareable” with the rest of the Napster community. After installation, a user could then sign on to the Napster server allowing the server access to the file names of all the folders it marked during installation as “sharable”. After this time, the mp3 files on this computer will be available to everyone else connected to the Napster server. When a user queries Napster for a file, the server will search all the computers that are connected to it for this file. If the requested file is found, the server will reply to the requester with information on how to directly connect to the computer housing the file. 

As this concept of P2P networks began to gain popularity, more and more people began downloading music and the size of this network began to grow exponentially.  Private networks across the nation, especially college campus networks, began to feel the effects of P2P networks as their own networks all of a sudden became sluggish. They now had to handle the traffic of round-the-clock independent file transfers on thousands of computers. Some campuses implemented systems to block P2P traffic altogether. Others simply put time restraints on this traffic, only allowing traffic on weekends when network usage is usually low. The P2P network revolution and its tremendous growth started to cost schools and offices millions of dollars to maintain their networks. But this expenditure is tiny compared to the profit loss suffered by another industry.

The music industry was unequivocally the major victim of P2P networks.  More and more people began downloading their music as opposed to purchasing it, and album sales began to drop tremendously. RIAA, the organization that represents the music industry, had a rather perplexing situation. How do you stop your fans from stealing your music? They decided to attack this problem at the source and through legal proceedings took down the Napster server. Without Napster, there were now millions of users with hard drives full of music and no one to share it with.  Eventually popularity of other file sharing networks grew and the task of taking down all of these servers was impossible, especially since most were actually not breaking any laws. The next decision by RIAA to attack this problem was to go after the users. They decided to launch legal action against users of P2P networks that were using it to transfer and receive music files.  This solution was more of scare campaign since it was impossible to file suit against the millions of users sharing music online. 


Although most P2P traffic is illegal, since 90% is users downloading music from users, the network itself is a revolutionary concept. The information potential of the network exceeds that of our popular website-internet model, where a server holds website data and users connect to the server and download WebPages. The information potential of this website model equals the amount of web servers, but the information potential of the P2P network, equals the amount of users in the network (see diagrams below).
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Although P2P networks have been stained as an illegal system and a means to obtain only copyrighted material, it is actually quite an ingenious concept.  RIAA may have slowed down the progress of these networks temporarily, but the potential power of this network is immense, and definitely worth exploiting. 
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