Installation of the Virtual Private Network (VPN) Client 

For a RIDE LAN Connection


Overview

The RIDE Office of Network & Information Systems (ONIS) has adopted a policy that any user authorized to connect to RIDE’s internal Local Area Network (LAN) will do so via a secure Virtual Private Network (VPN) connection.  Authorization to use VPN comes from the Director of ONIS and must be requested by your Director or above.  This document contains instruction for the installation of the VPN client software on your home system.  Only authorized users should have access to both the VPN client software and this document.

If you’re running the Microsoft XP Home Operating System, your PC cannot technically become a participating member of the RIDE Domain.  This means that, while connected, your system will not have all of the benefits that Microsoft XP Professional users will have.  One important benefit missing is the ability to have your network drives mapped automatically.  The workaround for this is for you to map them manually (see ‘Manual Mapping Network Drives’).

Prerequisites

The RIDE System Administrator must confirm that ALL of these items before you will be able to gain access to the RIDE LAN via VPN:

· The Director of ONIS has granted authorization.


· You have installed an Anti-Virus (AV) program on your PC and it has been configured properly.   This means that it is scheduled to routinely: 1.) Receive AV signature file updates and 2.) Using these updates, run scans to identify and delete (or quarantine) the infected files before the associated viruses have the opportunity to infect the RIDE network.  AV programs written by either McAfee or Symantec/Norton are recommended.

· You have emailed your ‘Full Computer Name’ of your home computer.  This can be found by:

1. Right-clicking on ‘My Computer’.

2. Left-clicking ‘Properties’.

3. Left-clicking the ‘Computer Name’ tab. 


· Your account is a member of the ‘VPN Users’ global security group.

· ‘Allow Access’ is enabled under ‘Remote Access Permission (Dial-in or VPN)’ on the ‘Dial-in’ tab of the your Active Directory profile. 
Installation

1. Setup:

· From your VPN Client CD, double-click on setup.exe and follow the prompts taking the default program location.

2. Create Connection:

· Open the VPN Client by clicking Start | All Programs > | Cisco Systems VPN Client | VPN Client.

· Click Connection Entries’, then click ‘New…’.
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3. Enter Connection Properties:

· Enter ‘RIDE’ for the connection name.

· Enter ‘VPN Connection to RIDE’ as the connection description.

· Enter ‘131.109.26.10’ as the Host IP address.

· On the Authentication tab:

· Select Group Authentication (default)

· Enter ‘RIDEusers’ for Name.

·  Enter ‘vpnride for Password.

· Enter ‘vpnride for Confirm Password.

Note: The password is case specific.  Enter the password 

exactly (minus the quotes)

· Click ‘Save’ to save these properties for the connection.
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4. Open Windows Logon Properties:

· Click ‘Options’, then click ‘Windows Logon Properties…’. 
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5. Set Windows Logon Properties:

· Select ‘Enable start before logon’

· Select ‘Disconnect VPN connection when logging off’

· Click ‘OK’ to close Windows Logon Properties box.
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Manual Mapping Network Drives (Windows XP Home Only)

In order to access data on a network share, you need both the appropriate permissions and network drive mappings.  Network drive mappings are a combination of a logical drive letter and a path. Check with the System Administrator your specific drive mappings.  Once you have this information, perform the following steps: 

1. Right-click ‘My Computer’.


2. Left-click ‘Map Network Drive…’.


3. Left-click on the dropdown to the right of ‘Drive:’ to select an appropriate drive letter.

4. Enter the appropriate path in the text box to the right of ‘Folder:’.  
(Example:  \\Ride19\Finance$ ).

5. Left-click in the box labeled ‘Reconnect at Logon’.

6. Left-click on [Finish]. 
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